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Preface

The Privacy and Personal Information Protection Act 1998 (the "PPIPA™) requires all councils to prepare a
Privacy Management Plan outlining their policies and practices to ensure compliance with the requirements
of that Act and the Health Records and Infermation Privacy Act 2002 {the HRIPA).

In particular, the object of this plan is to inform:

. The community about how their personal information will be used, stored and accessed after it is
collected by Councii: and
. Council staff of their obligations in relation to handling personal information and when they can and

cannot disclose, use or collect it
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Part 1 - Introduction

This Privacy Management Plan is based on the Model Privacy Management Plan for Local Government
issued by the Office of Local Government in January 2013.

The Privacy and Personal Information Protection Act 1998 ("PPIPA") provides for the protection of personal
information and for the protection of the privacy of individuals.

Section 33 of the PPIPA requires all councils to prepare a Privacy Management Plan (the *Plan”) to deal
with:

the devising of policies and practices to ensure compliance by Council with the requirements of the
PPIPA, and the Health Records and information Privacy Act 2002 (HRIPA)

the dissemination of those policies and practices to persons within Council,
the procedures that Council proposes for intemal review of privacy complaints;

such other matters as are considered relevant by Council in relation to privacy and the protection of
personal information held by it.

This Plan has been prepared for the purpose of section 33 of the PPIPA.

The-ActPPIPA provides for the protection of personal information by means of 12 Information Protection
Principles. Those principles are listed below:

Principle 1 - Collection of personal information for lawful purposes

Principle 2 - Collection of personal information directly from an individual
Principle 3 - Requirements when collecting personal information

Principle 4 - Other requirements relating to collection of personal information
Principle 5 - Retention and security of personal information

Principle 6 - Information about personal information held by agencies
Principle 7 - Access to personal information held by agencies

Principle 8 - Alteration of personal information

Principle 9 - Agency must check accuracy of personal information before use
Principle 10 - Limits on use of personal information

Principle 11 - Limits on disclosure of personal information

Principle 12 - Special restrictions on disclosure of personal information

Those principles are modified by the Privacy Code of Practice for Local Government (“the Code™) made by
the Attomey General. Te date there has been no Health Records and Information Privacy Code of Practice
made for Local Government.

The Code has been developed to enable Local Government to fulfil its statutory duties and functions under
the Local Government Act 1993 (the “LGA") in a manner that seeks to comply with the PPIPA.

Page 4 of 63
Date: 23 July 2014

- ITEM 1

ATTACHMENT 1

General Meeting 13 August 2014

Attachments Page 5



Hornsby Shire Council

Attachment to Report No. CS19/14 Page 5

This Plan outlines how Council will incorporate the 12 Information Protection Principles into its everyday
functions.

This Plan should be read in conjunction with the Code of Practice for Local Government.
Nothing in this Plan is to-affest:

affect any matter of interpretation of the Code or the Information Protection Principles as they apply
to Council;

affect any obligation at law cast upon Council by way of representation or holding out in any manner
whatsoever,;

create, extend or lessen any obligation at law which Council may have.

This Plan is designed to introduce policies and procedures to maximise compliance with the PPIPA and the
HRIPA.

Where Council has the benefit of an exemption, it will nevertheless describe procedures for compliance in
this Plan. By doing so, it is not to be bound in a manner other than that prescribed by the Codes.

Council collects, stores and uses a broad range of information. A significant part of that information is
personal information. This Plan applies to that part of Council's information that is personal information.

It may mean in practice that any information that is not personal information will receive treatment of a higher
standard; namely treatment accorded to personal information where the information cannot be meaningfully
or practicably separated.

1.1 What is personal information?

“Personal information” is defined in section 4 of the PPIPA as follows:
Personal information is defined to mean information or an opinion about an individual whose identity is
apparent or can reasonably be ascertained from the information or opinion. This information can be on a

database and does not necessarily have to be recorded in a material form.

1.2 What is not “personal information”.

“Personal information” does not “include information about an individual that is contained in a publicly
available publication™. Personal information, once it is contained in a publicly available publication, ceases to
be covered by the PPIPA.

Section 4A of the PPIPA also specifically excludes "health information”, as defined by section € of the
HRIPA, from the definition of “personal information”, but includes “health information” in_the PPIPA’S
consideration of public reqisters (discussed below). "Health information” is considered in Part 4 of this Plan.

Where Council is requested to provide access or make a disclosure and that information has already been
published, then Council will rely on the provisions of the relevant Act that authorises Council to hold that
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information and not the PPIPA (for example, section 12{1}-of-the-LGAIE of the Government Information
{Public Access) Act 2009 {GIPA Act).

Council considers the following to be publicly available publications:
An advertisement containing personal information in a local, city or national newspaper.
Personal information on the Internet.
Books or magazines that are printed and distributed broadly to the general public.
Council Business papers or that part that is available to the general public,
Personal information that may be a part of a public display on view to the general public.
Information published in this way ceases to be covered by the PPIPA.
However,-Council's decision to publish in this way must be in accordance with PPIPA.
Policy on Electoral Rolls
The Electoral Rallis a publcly-available pubkcation. Counok-will provide opes access 1o the Eectaral Rolbin

Commissionsr.

1.3 lication of this Plan

Councillors;

Council employees;

Consultants and contractors of Council;

Council owned businesses; and

Council committees (including these-community members of thosa committees which may be
established under section 355 of the LGA).

Council will ensure that all such parties are made aware that they must comply with PPIPA, tha HRIPA the
Code-of Practice-for- Local- Government; -any other applicable Privacy Code of Practice and this Plan.

1.4 Personal Information Held by Council
Council holds personal information concerning Councillors, such as:

personal contact information;

complaints and disciplinary matters;
pecuniary interest retuns; and

entitlements to fees, expenses and facilities;
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Council holds personal information concerning its customers, ratepayers and residents, such as:
’ rates records; and

DA applications and objections

various types of health information (see page 36 for detailed examples)..

Council holds personal information concerning its employees, such as:

- recruitment material;
leave and payroll data;
personal contact information;
performance management plans;
disciplinary matters;
pecuniary interest retumns;-and
wage and salary entitlements, and
- health information (such as medical certificates and workers compensation claims).

1.5 Applications for suppression in relation to general information (not public registers).

Where an apphcation ior supprassion s made in relation o anything ather than a pubic regstarthen an
application-undersection 739-of the-Local Gevemment Act- 1983 -CLGA Vis-required-Under section 739 of the
Local Government Act 1993 (LGA) a person can make an application to suppress certain material that is
available for public inspection in circumstances where the material discloses or would disclose the person’s
place of living if the person considers that the disclosure would place the personal safety of the person or

their family at risk

Section 739 of the LGA covers-all-pub Fvailable-maten nder-58 2 of the :
relates to publicly availabie material other than publlc regislers As such it Iimnts disclosure in those
circumstances where an application for suppression is successful. An application for suppression must be
verified by statutory declaration and otherwise meet the requirements of section 739. When in doubt,
Council will err in favour of suppression.

For more information regarding disclosure of information (other than public registers) see the discussion of
IPPs 11 and 12 in Part 3 of this Plan.

For information regarding suppression of information on public registers, see Part 2 of this Plan.

1.6 Caution as to Unsolicited Information

Where an individual, a group or committee, not established by Council, gives Council unsolicited personal or
health information, then that information should be still treated in accordance with this Plan, the Codes, the
HRIPA and the PPIPA for the purposes of IPPs 5-12 and HPPs 5-15 which relate to storage, access, use
and disclosure of information,

Note that for the purposes of section 10 of the HRIPA. Council is not considered to have “collected” healih
information if the receipt of the information by Council is unsolicited.

Section 4{5] of the PPIPA aiso provides that personal information is not ‘collected” by Council if it is
unsolicited.
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